
Cooper Grace Ward Lawyers has developed a cyber resilience guide for parents and children to help 
minimise the chances of a data breach in the home.

As one of Brisbane’s largest independent law firms with a team of 200, we are conscious of the risks that 
people face at home and the difficulty that parents have in keeping their kids safe online. We have prepared 
the following list of practical tips to assist parents to enhance their personal cyber security practices and to 
help children understand safe ways to use the internet and smart devices. 

Top tips for parents
• First and most importantly – regularly back up your 

computer and run scans from a reputable anti-virus 
provider. This will reduce the impact of a ransomware 
attack (where a hacker gains control of your computer 
data and seeks compensation before providing you 
with access). Back-ups should be done on external 
hard drives. 

• Keep control of your camera, location, photo album 
and microphone. Downloaded apps often ask for 
permissions to access parts of your phone. For 
children’s apps, these permissions should be denied. 
For adults, permissions to access your camera and 
microphone should only be allowed in exceptional 
circumstances for example, a trusted app that requires 
the use to facilitate video phone calls. 

• Periodically, it is worth checking on the permissions 
being sought by different apps on your phone or tablet. 
On the iPhone, this can be done by selecting ‘Privacy’ 
from the ‘Settings’ menu and then clicking on ‘Photos’, 
‘Microphone’, ‘Location Services’ and ‘Camera’ to see 
which apps have requested and been granted access. 

• On your home computer, it is possible for webcams to 
be commandeered by hackers. It is good practice to 
keep your webcam covered. You can cover it with blu-
tac, tape, or even a business card.  

• Social media pages for yourself and for your children 
should be set to ‘private’ or ‘friends only’.

• Disable in-app purchases on devices used by your 
children, and resist sharing your Apple ID or password 
with them. 

• Apple, Microsoft and X-box all have family sharing and 
parental control capabilities. With family sharing, you 
can configure apps, devices and accounts to allow age 
appropriate content and prevent in-app purchases. 

• If your child wishes to use your phone or tablet as an 
entertainment tool, encourage their use of educational 
programs such as Reading Eggs or LEGO Fix the Factory. 

• Review the age suitability of any sites or apps that 
your children use. For example, ensure that any video 
browsing is done on YouTube Kids rather than YouTube. 

• Set clear rules for when your children can access 
electronic devices and for how long. For example, ensure 
that children complete their homework before they can 
play online. For parents with older children, consider 
formalising arrangements for their use of electronic 
devices and going online. 

• Use multi-factor authentication to sign into email 
accounts.

• Keep family computers in open spaces in your home such 
as your living room and monitor usage by your children. 
You should also supervise the use of mobile phones and 
tablets in common areas of the house. 

• Be wary of responding to online surveys. Many are a 
guise to gather personal information that can then be 
used for spam purposes or identity theft. 

• To help monitor your child’s activities online, consider 
creating an account on the social media platforms that 
your child uses and request to become friends or follow 
their account.

• Familiarise yourself with the parental controls available 
on your smart TV to ensure that your children use it 
appropriately. 

• Be supportive if your child comes to you with an issue 
related to their activities online.  
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Top tips for children

• Stranger danger is just as important online as it is in 
person. People on the internet are not always who they 
say they are. Many people online are pretending to be 
someone they are not.  

• Never give out your name, address, phone number, 
passwords or school details. 

• Never meet with anyone you meet online without 
checking with your parents or carer first. 

• Anything you post online will be there forever. Photos 
or content you share which might seem funny or cool 
at the time might become highly embarrassing in the 
future. You should check with your friends before 
sharing any pictures of them. 

• If you have your own Facebook, Instagram or YouTube 
account, set the access to private. You don’t need 
people you don’t know looking at your pictures or 
videos. 

• Never put photos or videos of yourself or your friends 
or family on messenger platforms or chat rooms. You 
shouldn’t share them with anyone online. 

• If anyone ever asks for a photo of you or your friends or 
family members tell your parent or carer straight away. 

• Don’t tell anyone your birthday, or those of your family 
members.  

• Do not record or send any rude or inappropriate photos 
or videos of yourself or others to anyone. This may be 
against the law, it may even be dangerous and people 
could get hurt. 

• Don’t accept Facebook, Instagram or other social media 
friend requests from anyone you don’t know.  

• Don’t say or post mean or rude things online. Even 
jokes can be misunderstood and people’s feelings can 
get hurt if you’re not careful. 

• If anyone bullies you or if you see someone being 
teased or bullied online – tell your parent or carer. 
Bullying is never acceptable.  

• Your parents and carers are there to protect you and 
will always have your best interests at heart.  

• Limit the time you spend on a phone, tablet or 
computer. It’s healthy to take a break, go outside, go for 
a bike ride, read a book, do a handstand, shoot some 
hoops, play with your brother and sister or even kick a 
footy around.
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